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Whatis this acronym:
everyone is talking about?

‘'m afraid we have to do
something related to this, bu
don't know what, why and
how!

People across the university are
mecting on a regular basis to share
their practices, based on
application of the Privacy Impact
Assessment (PIA), and create a
mmon language to understand
what is required to safeguarding

A standard data protection
process is defined and communi-
cated, in which people in various
roles have a responsibilty for
their part and the whole.
Instruments are evaluated,
selected and implemented. A

Typical research scenarios are.
fly supporeed, GOPR
compliant, as a standard service.

e

DPR starting
pnlnt e
its own distinctive position. This
pos above par and reflected

the University’s policy,guidelines,
principles of ethics committees,
and as such recognisable both in
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data protection.

What appropriate behaviour i

general
relevant, but a black box.

Legal saaff s getting acquainted
with the GDPR. Examining the

rights, responsibilcies, roles and
responsibiltes.

Discussing available relevant
(best and worst) practices.

Privacy is discussed in the
context of governance and e-
strategy. Privacy principles are
discussed in the context of HE
reference architecture.

CIO appoints a Data Protection
Officer (DPO).

Prvacy is opicaly sppreached
from a information s

poine ofview Typcaly pubic
cloud tooling is banned, in
some cases with no alternative
available. Many s on
what s relevant and required.

Faculty develop a strategy (with or
‘without central support) to
comply to various (external) data
protection requirements by,e.g.
research funders.

Relevant examples, practices,
instruments and relevant |
expertise are combined. Templates.
and model provisions are drafced
0 cover the relevant area.

The first Register draft is created.
PIA strategies are explored.

Privacy i included in the Business
Function Model, Information
Model, Business Process Model,
Applcation Model & Platform.

A privacy policy s drafted.

Relevant Privacy Enhancing
Technologies (PETS) are explored
and tested in pilots with faculty.
T recognises the validity of
research IT,distinct from support
for cducation and business
operations.

See: https://creativecommons.orgflicenses/by-nc/4.0/legalcode

subjects, and are supported by
staff and tooling to do so.

‘The main focus is on tailored
approach to their research.

All GDPR conceps, rights and
roles are clear,defined a
documented in the context of
academic research.
Legl saff pro achly contruca
support with Privocy
By Design and by Default (PBD)
implementations.
A privacy policy enters into
force. Guidelines are distributed.
An updated information security
el e 68
designs PBD strate

A chain of PETS is vmpltmemed
as basic services for researc

Selection and prioritisation in
collaboration with Faculty, Legal
and CIO.

* See for EU General Data Protection Regulation (GDPR): hetp//wwuwprivacy-regulation ev/enlindex htm
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documents to support them.
Privacy is no longer considered

i
o treat the rights
R

All roles,instruments, contracts
and template wordings are in
place for GDPR compliant
support in various research

scenarios. Legal staff act as
embedded research supporters,
in cooperation with the DPO
and the ethical committee(s).

All relevant GDPR aspects are
addressed in the privacy-,
information security policy and
governance.

€I appoits privay ffiersn
collaboration with Legal

‘The baseline PETS are properly
advertised and subject of both
individual support and
‘workshops for faculty.

Requirements gathering for
advanced PETS is in place.

s e a2

built in to check what to improve
and how.

Legal saff s actively involved in

privacy impact assessments of (1)
new innovative tooling and
instruments and (2) innovative:
forms of cooperation in research,
to assess the responsible
application for research purposes.

e
to demonstrate
compliancy of phinbeliy
processing within the universicy.
Checks and balances are in place
to stimulate responsible behaviour.

Support forthe Whole reserch e
cycle for both open s

closed science is :vzllabl as :ell
service from the IT service.
catalogue. A process is in place to
design, implement and steward
tailored PET solutions.

Define and implement a
privacy strategy. Many great
starting points are available.

Preparing for the General

Data Protection Regulation

(GDPR)
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https://www.surf.nl/en/knowledge-base/2016/report-research-support-in-the-netherlands.html
https://www.eur.nl/fileadmin/ASSETS/UB/Research_Matters/Privacy_Reference_Card_-why__EUR_Version_1_0.pdf
https://www.eur.nl/fileadmin/ASSETS/UB/Research_Matters/Privacy_Reference_Card_-what__EUR_Version_1_0.pdf
https://www.eur.nl/fileadmin/ASSETS/UB/Research_Matters/How_to_treat_personal_data_in_research_1.0.pdf
https://www1.edugroepen.nl/sites/RDM_platform/RDM_Blog/default.aspx
https://creativecommons.org/licenses/by-nc/4.0/
https://ico.org.uk/media/for-organisations/documents/1624219/preparing-for-the-gdpr-12-steps.pdf
https://www.twobirds.com/en/hot-topics/general-data-protection-regulation

