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Abstract:

Digital communication is the prominent technique used by various organizations for
information exchange. It replaces the traditional methods with the help of internet and its
related technologies. There is a chance to retrieve the contents of the transmitted message
from the unsecure communication medium. The biggest challenge is to deploy a suitable
mechanism for secure communication. Cryptography plays a dominant role in the
information security domain. This paper proposes a modified Polybius square based approach
for efficient key generation. New key is obtained from the original key by performing three
different operations on modified Polybius square namely Square ring rotation, Square
reversal and Transpose. From the security analysis it can be inferred that the proposed
approach generates an efficient key.

Index Terms —Security, Encryption, Decryption, Plain Text, Cipher Text, Key
INTRODUCTION:

In the modern world, every organization uses the internet as the primary communication
medium. Internet provides a platform to exchange the information in a short span of time.
Information security is one of the critical issues to be addressed in the communication
system. Ensuring data security is the biggest challenge in the current digital world. Right
from the age of Julius Caesar, various techniques have been used to defend the data from the
intruders. To protect the private contents of the message from the unauthorized users, two
most popular data hiding techniques namely cryptography and steganography are used.
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Figure.l Classification of Cryptographic Techniques.
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Steganography deals with message hiding. The basic objective of any steganographic
algorithm is to hide a given message in another cover file like image, audio and video. The
concept of “bit stuffing” is used by most steganographic algorithms to replace the selected
bits in the cover file with the bits of the original message. The stego object created as part of
the embedding process resembles exactly like an original object [13-24]. The advantage of
this approach is that, the original message is embedded as it is, without any modification. The
main disadvantage of this approach is that, it requires large cover files for the messages with
larger size [25-37].

Fig.1 shows the Classification of various cryptographic techniques. Cryptography applies
scrambling mechanism to convert the message into an unintelligible form. This scrambling
process is done with the help of an algorithm and a key value. Based on the number of keys
used the cryptographic algorithms were classified as symmetric key algorithm and
asymmetric key algorithm. In the case of symmetric key algorithms, the same key is used by
the communicating parties for the purpose of encryption and decryption. Two keys namely
public key and private key is used in the asymmetric category. The message is encrypted
using the receiver’s public key and decrypted using the private key. From the above
discussion it can be observed that the strength of the cryptographic algorithm relies on the
keys used. In this paper, the proposed method focuses on the usage of modified Polybius
square for generating an efficient key. The steps of the proposed method are explained in the
next section.

PROPOSED SYSTEM

The data security is improved by using the proposed method. Initially, the key is obtained
from the user and then modified using the modified Polybius square. The modified Polybius
square used here is a 6x6 matrix consisting of the elements ‘a’ to <z’ and 0 to 9. To generate
the new key, the content of the modified Polybius square is transformed in three different
ways namely ring rotation, reversal of rows and transpose. The order of steps depends upon
the sum of the ASCII values of the given key. Polybius square ring rotation is the process of
rotating the given matrix layer by layer according to the sum of the ASCII values. The
number of rotations of each ring is equal to the ASCII sum modulo length of the
corresponding ring. Polybius square reversal of rows is the process of reversing each row of
the given matrix. Transpose of the Polybius square is the process of transposing of the given
Polybius matrix. AES algorithm is used for demonstration purpose. The execution time is
computed using the original and the new key.

Table 1 — Modified Polybius square Table 2 — Polybius Square after row reversal

0(1]2|3[4]5 5/4|13(2|1]|0
6(7/8|9|alb bla|9|8|7]|6
cldle|f|g]|h hig|f|le|d]|c
iljlk|l|m|n nimifil|k|j]i
olplg|r|s|t tis|r|q 0
ulviwl|x|y|z zZ|y|x|w]|v|u
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Table 3 — Polybius Square after Transpose Table 4 — Polybius Square after ring rotation
5/|bl{hin|t]z y| X (wiviu,o
4/blg|ms|y plijdl7 )i
319 111 [ x t) qg|kle|8]c
1[7]d]jlp|Vv hi s |mjg|a|O

After applying the steps in the proposed approach, a new Polybius square is obtained. The
new key is computed by taking the position of characters in the key from the new Polybius
square and retrieving the corresponding character in that position from the original Polybius
square. For example, if the original key is ‘abc’ and the position occupied by the ‘a’ in the
new matrix is (2,2) the element from the original matrix which is present in (2,2) is taken as
the first letter of the new key. The similar process is followed for the entire key. Now the
modified key is given to AES algorithm along with the plain text for encryption. For
decryption, the receiver obtains the modified key by using the same process followed by the
sender. This key is then used to obtain the plain text from the cipher text.

Let us assume key="sastra”, the ASCII values of s=115,a=97,t=116,r=114 and totally the
sum amounts to 654.So if we perform the modulo operation on the sum, then 654 modulo 6
would be equal to 0. So we have to perform the operations Polybius reversal of rows,
Polybius square transpose and Polybius square ring rotation in the same order. The Table-1
shows Initial Polybius square. The result of the reversal of rows is in Table-2 and the result of
ring rotation is in Table-3.Here in the process of ring rotation, the rotation of outermost ring
is 14 (654%20=14), the second outermost ring rotation is 6 (654%12=6) and the inner ring is
2(654%4=2). The character ‘s’ occupies the fifth row and second column (5,2) in the matrix
as given in Table 4 so after completing all the operations, the character ‘s’ is replaced with
‘p’ since Table-1 contains p in the fifth-row second column. Similarly, the letters ‘a’, ’t” and
‘r* are replaced by ¢ and j respectively. Finally, ‘sastra’ will be modified into ‘pspcjs’

SECURITY ANALYSIS:

In the proposed methodology the sender gives the plain text and the key to the AES for
encryption. The key is then modified by using the modified Polybius square and the original
text is encrypted using the modified key. The resultant cipher text is transmitted to the
receiver. The receiver will get the encrypted text and he will decrypt the text by using
the modified key.

The proposed scheme is implemented by using the Python programming language and the

outcome is tested using a core i5 processor with 4GB RAM and windows 7 operating system.
In the brute force attack, the analysis depends upon the key size .If we take the key size to be

256 bits then the time required to find the plaintext with one key value is 10~ seconds.

So the time required for execution of the cipher with all possible keys will be
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1076x1077

— = =317x 10%! years 1.1
365%24x60x60

As the total set of possible keys is large in number it is impossible to break the cipher text.
The relation between the original key and the modified key is given by

Modified key=C1 (C2 (C3 (Original key))) 1.2

Where, the operations C1, C2 and C3 can be in any order. In the above equation C1, C2, C3
represents Square ring rotation, Square reversal and Transpose.

CONCLUSION:

This paper introduces a different approach to increase the data security. To generate a
modified key, the original key is modified by using a modified Polybius square algorithm.
The resultant modified key is used for the encryption and decryption algorithm. From the
security analysis section, it can be inferred that the time complexity for cracking the key is
high. The intricacy involved in the new key generation mechanism makes it difficult for the
intruder to get the modified key. In future, this approach can be extended with a different
Polybius square size.
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