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Abstract---- The popularity of smartphones has led to an increasing demand for health apps. As a re-
sult, the healthcare industry is embracing mobile technology and the security of mHealth is essential
in protecting patient’s user data and WBAN in a clinical setting. Breaches of security can potentially
be life-threatening as someone with malicious intentions could misuse mHealth devices and user in-

formation.

1. Introduction:

WBANSs are of the promising technologies, applied in the e-healthcare systems, for extracting and transferring
critical medical data from patient body. In WBANSs, the privacy and integrity of the patient's private medical
data are very important, as a result, the WBANs communications and even communication with other E-
Healthcare components should be authenticated and secured. This paper provides a complete survey and
analysis of the various authentication schemes proposed in the literature to improve the WBANs security. Be-
sides, it classifies the proposed authentication schemes based on the applied techniques for authentication
and illustrates each scheme in detail. Furthermore, it highlights the advantages and limitations of the authen-

tication schemes and presents a comprehensive comparison of their capabilities and features.

Scheduled Based Protocols: In these protocols, one of the nodes is categorized as the coordinator,
whichensuresthatallthe nodesgetanequalaccesstothe wirelesschannel.Inthiswaythe nodesdo
not have to compete for the channel access as all them get a specified time resulting in time

synchronization. Due to this, collision and overhearing problems are avoided.

Contention Based Protocols: In these protocols, the nodes access the wireless channel without being
pre-coordinated i.e. Nodes are not given a predefined time for the channel access. They check whether
the channel is idle or not for the transmission. In these protocols, packet collisions are very common

due to the absence of time synchronization.

The latest WBAN standard is defined in IEEE 802.15.6, including the physical and MAC layer. This
standard defines the access mechanisms: Random Access Mechanism, which includes Slotted Aloha and
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CSMA/CA Access Mechanisms, Scheduled and Scheduled Polling Access Mechanism and Improvised

WBAN
MAC protocols

Access Mechanism.
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1.1.1 Fig.1.1 Classification of MAC Protocols

2. Channel AccessMechanism
2.1
2.2 Scheduled BasedProtocols:

® H-MAC:HeartbeatMACisscheduledbasedprotocol.ltisanenergyefficientprotocolwhich
synchronizesthetimebyusingheartbeatrhythminformation. Oneofthefeaturesofthispro-
tocol isthatitdecreasestheextraenergywhichisrequiredforsynchronization. Itisbestfor
onehop topologies as it considers the time slot for this topology. [1]

® Body-MAC:ItisascheduledbasedprotocolwhichisaTDMAbased protocol.ltreducesthe
collision,idlelisteningandoverhearingbyusingatechniqueinwhichitdividesthe MACframe.
It dividestheframeintothreepartsknownasBeacon, DownlinkandUplink.TheBeaconframe
is usedforsynchronization.TheDownlinkframeisusedfortransmissionfromthegatewayto
the nodes.The Uplinkframeisfurthercategorizedinto CFP(ContentionFree Period)and CAP
(Contention Access Period). CAPcompetesforthe controloftransmission of datapacketsand CFP
allocatesthetimeslotstonodes.Inthisprotocoltheenergyissavedbythenodesusingsleep

mode when no data is being transmitted. [2]

® Med-MAC:ltisaTDMAbasedprotocolwhichhandlesthenetworktrafficbyadjustingtime
slots and Quality of Service requirements. It provides schemes suchassynchronization which
provides channelaccessonvariouschannels[1].Thisprotocolprovidesflexibilityalongwith
lowenergy consumption and it also handles emergency traffic. [2]

e U-MAC:Urgency MACisalsoascheduled based protocol butitis priority based protocol used in
medicalapplications.Itbasicallydividesthecollecteddataintosublevelssothattheim-



portant medicaldatacanbetransmittedbefore.Inthisprotocoltheaccessmechanismusedis
Slotted Alohainwhichthesensornodecompetesforthechannelatthestartingofthetime
slotinaMAC frame.

e AR-MAC:lItis called adaptive reliable MAC protocol whichis TDMA based. In this protocol, each
nodeisgiven GTS (Guaranteed Time Slots) for the communication in this way the collisionand
overhearingisavoidedwhichresultsindecreasingtheenergyconsumptionofthe nodes.

e A-MAC:It iscalledtheadaptive MACwhichisaTDMAbased protocol. Itisjustlike AR-MAC
protocol. Itreduces the energy consumption by limiting the channel access. It uses adaptive
time slot allocation for allocating the time slots to the nodes.

2.3. Contention BasedProtocols:
Inthese protocols, thereisnotime synchronizationi.e.nodesare notgivenapre-definedtime

for channel access. Nodes have to compete for the channel access.

e CSMA/CA: Carrier Sense Multiple Access with Collision Avoidanceis a protocolin which the nodes
listentothesharedmediumtocheckwhetherornotthechannelisidle.Ifthechannelisidle,
the nodesstart the transmission of data packets. In this way the collision is avoided as the nodes

check the medium beforetransmission.

e S-MAC:Sensor MACis a contention based protocol which listens to the medium to check whether
itisidleornot. Ifthemediumisidle,anodesendsaSYNC(Synchronization) packetalongwitha
schedule containing information about listen and sleep periods. The nodes listening to the send-
ing node,adoptthisschedule. Allnodeskeepthescheduleoftheirneighborsinatable.During
the listeningperiods,thesendingnodetransmitsaRTS(RequesttoSend)frameandthereceiver
will acknowledge it with a CTS (Clear to Send) frame. The nodes not participating in this communi-
cation willgointhe sleep mode. Due to the sleeping feature, the energy consumption is de-
creased which proves the protocol to be very useful in WBAN.

e B-MAC:Berkeley MACis also a contention based protocol which reduces idle listening which is
oneofthemajorcausesforenergyconsumptioninprotocols.Inthisprotocolthenodeswait
ina back-offtime to send a packet. The nodes basically checks whether the channelisidle or
not after waitinginaback-offtime. Ifthe channelisidle, the nodestransmitpackets. Ifitis
notidle,the nodewaitsinasecondback-offtime.Thenodesperiodicallycheckthechannel
usingLPL(low powerlistening).Ifthechannelisclearbutthenodedonothaveanydatato
sendthenthenode goesbacktosleep. Thisprotocol does notuse control frameslike RTS, CTS

orACKandithasno synchronization.



e PW-MAC:Predictive Wakeup MAC s a contention based protocol which avoidsidle listening and
overhearing by using pseudo random scheduling. When a node wakes up it sends asmall beacon
toalertothernodesthatithaswokenup.Basicallythesenderpredictswakeuptimeofthere-
ceiver onthe basis of pseudo random wakeup schedule generator. In this way the energy con-
sumption of thesenderisreducedduetothepredictionmadebythesenderanditgoestosleep

tillthereceiver wakes up. [3]

24. WBAN MACStandards:
2.3.1. IEEE 802.15.6:

Thisis astandard of WBAN, which defines the physical and MAC layer. Following are the communication
modes of the standard IEEE 802.15.6.

Beacon Mode with Super-frame Boundaries: The superframe structure consists of beacon frames,
exclusive access phases (EAP1 and EAP2), random acess phases (RAP1 and RAP2), managed access phase
(MAP), contention access phase (CAP) and B2 frames as shown in figure. The EAPs are used for the
transfer of high priority emergency traffic. The RAPs and CAP are used for regular traffic. The MAP
period is used for scheudled and unscheuled access. B2 frame is used to provide non zero length CAP
[4].

In this communication mode, beacon frames are transmitted by the hub in active superframes
to communicate superframe boundaries. There may be many continuous inactive superframes after
active superframes in which the hub doesn’t send any beacons.
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1.1.2 Fig 2.1 Beacon Mode with Super-frame Boundaries [5]

Non Beacon Mode with Super-frame Boundaries: In this communication mode, the hub uses managed
access phase (MAP) without using beacons. [6]
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1.1.3 Fig 2.2 Non-Beacon Mode with Super-frame Boundaries [7]

Non Beacon Mode without Super-frame Boundaries: In this communication mode, there are no
beacons, super-framesorallocatedslots. The hub may provide polled or posted allocations. The poll
frames are control frames that allow nodes to start frame transmission by giving polled alloca-
tions. Whereasthe post framesare the dataframesthat allow the hub to start frame transmission.

Type 11 polled Posted Type II polled
allocation interval allocation interval allocation interval
< (uplink) — €— (downlink) ™ (uplink) —

1.1.4 Fig 2.3 Non-Bean Mode without Super-frame Boundaries [8]

2.3.1.1. Access Mechanisms:

This standard supports following access mechanism:
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1.1.5 Fig 2.4 Classification of Access Mechanisms in IEEE 802.15.6

Random Access Mechanism:

In this access mechanism there are two further access mechanisms:

TaBLE 1: Bounds for slotted-ALOHA and CSMA/CA protocols.

i v Slotted-ALOHA CSMA/CA
User Priorities
max CPmin Cwmin Cwmax

0 0.125 0.0625 16 64
1 0.125 0.0937 16 32
2 0.25 0.0937 8 32
3 0.25 0.125 8 16
4 0.375 0.125 4 16
5 0.375 0.1875 4 8
6 0.5 0.1875 2

74 1 0.25 1 4

Fig 2.5 [9]



Slotted Aloha Random Access Protocol: In this access mechanism, the nodes can access the channels by
usingUser Priorities (UPs) asshownintheabovetable. UPsare usedtoclassify the high orlow priority
traffic. The Contention Probability (CP) is selected from User Priorities (UPs) i.e. from the interval [0-7].
In case of a successful transmission, CP is set equal to CPayx. It remains unchanged in the case of
transmissionfailurei.e.oddnumberoffailures.AndCPishalvedinthecaseofevennumberoffailures.
[9]

CSMA/CA Random Access Protocol: In this protocol, the nodes have three variables i.e. Conten-
tion Window (CW), Back off Counter (BC) and number of back off times (NB). The CW lies between
the interval of [CWmin, CWmax] where CWminand CWmax are determined by User Priorities. First
the channelischecked whetheritisidle or not. Ifthe channelisidle for Inter-Frame Space (IFS) then
BCis initialized to a random variable lying between the intervals [1, CW]. And for each attempt
NB is increased by 1. In case where the channelisidle, BCis decremented by 1.

If the channelisidle and BCis equal to zero then a packet can be sent. If the channel is not idle, the
nodes block their BC until the channel becomes idle. In case of a transmission failure, CW is doubled but
by maintaining a limit such that CW is not greater than CWmax for even NB. While CW remains same for
odd NB.[10]

Improvised Access Mechanism: In this access method, the hub uses poll and post frames in beacon and
non-beacon modeswithsuperframe boundaries. The hub uses pollframestogive accesstonodesto

startframetransmission whereasit uses postframesto sendinformation about the network.

Scheduled and Scheduled Polling Access Mechanism: In scheduled access method, the nodes get
scheduled time intervals to transmit frames. In scheduled polling access method, the poll and
post allocationsareusedwiththeallocationsbeingone periodicand m-periodic.Inone periodicallo-
cation, the nodes get time intervals in every superframe whereas in m-periodic allocation, the
nodes get time intervals in every

mth superframe.

2.3.2. |[EEE 802.15.4:



This standard was designed for Low Rate Wireless Personal Network (LR-WPN). It supports MAC and
Physical Layer of LR-WPN.

It supports two communication modes i.e. Beacon Enabled Mode and Non Beacon Enabled Mode.

BeaconEnabledMode:Inthismode,forthe synchronizationof nodeswiththecoordinatorabeacon
is used. The coordinator saves energy by having active and inactive periods which are called
the Superframe structure. The active part has up to 16 time slots which are further classified into
CAP (ContentionAccess Period)and CFP (Contentionfree period)[1]. During CAP, Slotted Access Mecha-
nism is used.[11]

Non Beacon Enabled Mode: In this mode the channel is accessed when it is necessary. The data is sent
only when the channel is idle otherwise the node has to wait for a period of time defined by the
standard[1]. Inthis mode, Un-slotted CSMA/CA Access Mechanism is used.
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1.1.6 Fig 2.6 Classification of Communication Modes of IEEE 802.15.4



2.3.3. Access Mechanism:

Un-Slotted CSMA/CAProtocol: When there is no super-frame structure, this
protocol is used [12]. This protocol is used in Non-Beacon Enabled Mode for
channel access. For the transmission of frames, the nodes use Clear Channel
Assessment (CCA) to check whether the channel is idle or not. If the chan-
nel is not idle, the node will wait for a random back off time and after that
time, it will try again [12].

Slotted CSMA/CA Protocol: This protocol allocates specific time slots to the
nodes thus ensuring a high rate of data delivery. In CAP (Contention Access
Period), all of the nodes access the medium by Slotted CSMA/CA access mech-
anism [11]. For the transmission of frames, the nodes use Clear Channel As-
sessment (CCA) to check whether the channel isidle or not. If the channel is
notidle, the node will wait for a random back off time and after that time, it
will try again [12].

3. Comparisons of MAC Protocols:
After studying different types of MAC protocols, this section will discuss which

MAC protocols are better than others by discussing their advantages and
disadvantages.

MAC protocols Advantages Disadvantages
H-MAC e It reduces energy consumption by | Itis not traffic adaptive.
avoidinguse of external clock for - Itprovideslowbandwidth efficient

synchronization.
e |tavoidscollisionbygivingeach
node a Guaranteed time slot

(GTS).

U-MAC e It takes priority considerationin Itdoesnottakecontextandtraffic
whichtheurgenttrafficisgiven awarenessintoconsideration.
the priority.

Med-MAC e |treducesenergyconsumption It does not take any priority con-

e It providesflexibility sideration, context and traffic
e |thandlestrafficemergencies awareness intoaccount.

Body-MAC e Itreducesidlelisteningand It does not take any priority con-

overhearing sideration, context and traffic
e |t limits collision awareness intoaccount
AR-MAC e |tsavesenergybyavoiding Itdoesnottakepriorityconsiderati

collisionand overhearing.

account.
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A-MAC e [tlimitsthe channelaccess of e Itdoestake contextawarenessinto
nodesthusresultinginless account in which the protocol is
energy consumption adaptedaccording tochanneland

traffic conditions.

S-MAC e Overheadsareavoidedasthe e Itprovideslow throughput.

nodes not participatingin
transmission go to sleep. [13]

B-MAC e Itreducesenergyconsumption e |tdoesnotprovidesynchronizatiol
byreducingidlelistening.

PW-MAC e |t avoids idle hearing and e |[tsdisadvantageisthatitincludes
overhearingbyusingpseudo overhearingandidlelistening. [14]

random scheduling.
e |talsoreducesenergy
consumption

4. Issues inMAC

Listed below are some general issues of MAC:

4.1. Synchronization:
Synchronization is very important for the network to be effective. It repre-
sents the continuous acceptance of data packets in such a way that energy
is not largely consumed and it doesn’t affect the throughput of the net-

work [1].

Also for bandwidth reservation, synchronization is very important. One of
the major issues in wireless networks is making the synchronization fixed
to expand the time slots between exchanging nodes. For this, the control
packets are exchanged and they carry the carrier signals between the

sender, receiver and other intermediate nodes in the network.

As the carrier signals provide knowledge about progress so the specific
amount of time slot is used for exchanging the packets and the network

services might be lost.

Therefore, when designing the MAC protocol, it should be kept in mind

that exchanging packets won’t consume much time slot. [18]
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4.2. Security:
One of the biggest issues of MAC WBAN is security as in MAC there are

many attacks which can occur like: Spoofing, Unfairness, Collision, Sybil
and Eavesdrop. To protect the network from these attacks we need to de-
sign the MAC protocol in such a way that it guarantees security against
these attacks. [1]
43. Quality of Service:

Quality of service refers to providing better service to the network traffic.
This is one of the major issues in MAC WBAN. The issues of QoS like relia-
bility, energy efficiency and throughput can be solved by using an adaptive

channel coding, time slot division and power scaling. [1]

44. Power Utilization:
In a wireless body area network, the sensors have limited battery power

and during transmission, over-emitting, collision, idle listening, control
packets overhead and overhearing much of this battery is lost. In order to
solve this issue the MAC protocols should be designed in a way that the

energy is utilized and the battery power of the nodes can be optimized. [1]

4.5. Delay Control:
Another major issue is propagation delay and transmission delay. These

delays refer to the delay time in which the receiver receives the data. If
this time is enough for a node to send data and it starts sending, but on
the other side, transmission is taking place from the other nodes and the
data has not reached to the receiver, then delay in the transmission can
occur [15]. To decrease such delays, keeping the control on the flow of da-
ta rates should be done. [1]
46. Error Prone:

WBAN is prone to errors as in this network the data gets lost or it gets cor-
rupted due to many reasons. To overcome these errors there must be a
channel or a network coding scheme which can control these errors from

occurring and increase the performance of the network. [1]

4.7. Dynamic Channel Assignment:
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In WBAN, to overcome the issues like low throughput, data delay and data
loss there should be a solution where the nodes are scheduled in way that
distributes the bandwidth among the nodes [1]. Also there is not a central-
ized coordinator that is responsible for distributing the bandwidth among
nodes. Thus, the MAC protocols should be developed in a distributed way.
[17]
4.8. Over-hearing:
MAC layer in WBAN consists of over-hearing problem. This issue is a pri-

mary source of energy wastage.

It occurs when the sensor nodes receive the packets that are meant for
other nodes, however, it can increase the energy wastage when the traffic

load or node density increases. [1]
Over-emitting:

MAC Layer incurs a problem of over-emitting. It occurs when a transmit-
ting node transmits the message but the receiver node is not prepared to
receive it. This problem results in poor performance and energy wastage.
Moreover, it causes congestion at transmitter and receiver side and can al-

so make the channel unnecessarily busy. [1]
Idle-listening:

Idle-listening is also a primary source of energy wastage in MAC layer. It
occurs when a sensor node is listening to the channel but no data packets
are sent, leaving the channel idle. Idle-listening thus causes the node to

stay in idle state for a long duration of time. [1]

5. Analysis and Discussions
Quality of service refers to providing better service to the network traffic. This is

one of the major issues in MAC WBAN. QoS ensures that the issues like reliability,
energy efficiency and throughput are overcome. By ensuring better QoS the general

throughput of the network can be maximized.
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51. QoS

Qos is one of the important features of WBAN whose efficiency can be increased by
using the PEH-Qo0S scheme [2]. PEH-Q0S is a Power-QoS control Scheme. The scheme
focuses on using the energy collected by human movements which reduces the diffi-
culty of charging the batteries of nodes with the help of the external nodes in WBAN.
The PEH-Qo0S Scheme not only increases the efficiency but helps to improve storage
capability as well. It comprises of three sub-modules, these modules interact with
each other to reduce the energy wastage and enhance the QoS [3]. The main ad-
vantage of using this scheme is that only those data sequences are transmitted that
are useful. This advantage is achieved by deducting those data packets that have lost
their clinical validity.

The functionalities of QoS can be increased by using models co-related to the traffic
model. The model uses the ON/OFF process and results in the effective handling of
long distance traffic patterns and operational self-behavior. The proposed model en-
compasses the use of G/M/I queuing method.This queuing method along with the
method of low latency queuing helps to enhance the QoS functionalities like that of
delaying the packet losses. [2]

QoS can be maintained even when the sensors are declining gradually. This can be
done by using two techniques. The first one involves the use of Gur Game [2]. The
Gur Game is a control algorithm. The Adaptive Periodic Gur Game is used in this
technique to maximize the performance as it increases the stability [4]. The APGur
reduces the time to reach stability and can handle large amount of active sensors. By
combining the Gur Game with the QoS feedback provided to each sensor, the QoS
can be then maintained more effectively. The second technique would be to distrib-
ute this feedback to the sensors individually.

We can provide QoS by using a QoS aware routing protocol for WBAN.

One way is by using a Data-Centric Multi-objective QoS (DMQoS) aware routing pro-
tocol. This protocol addresses the issues like delay, energy requirement and reliabil-
ity and ensures QoS for each traffic. It implements hop by hop routing by observing

the QoS performance of the neighboring nodes.
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And the other way by using a different QoS aware routing protocol which uses geo-
graphical routing to ensure the energy requirements. It divides the data traffic into
different categories depending on the QoS metric and then it attempts to maintain
the QoS by using the best candidate for routing.

In a cross layered designed QoS aware routing protocol, the route is selected by us-
ing a user defined QoS metrics, packet priority level and channel status. Furthermore
it provides a service of feedback to user applications for the adjustment of medical

application service level. [5]

5.2. Overhearing:
MAC layer in WBAN consists of over-hearing problem. This issue is a primary source

of energy wastage.
It occurs when the sensor nodes receive the packets that are meant for other nodes,
however, it can increase the energy wastage when the traffic load or node density

increases. [1]

One of the solutions to the overhearing problem in MAC is by using a Traffic Adap-
tive MAC (TaMAC) protocol. This protocol provides energy efficiency by utilizing the
node’s traffic information to provide communication at a low power. This protocol,
based on the type of traffic, uses two channel access mechanisms called the traffic
based wakeup mechanism and wakeup radio mechanism. . It uses a traffic based
wakeup mechanism for normal traffic and uses a wakeup radio mechanism for

emergency or on demand traffic.

In traffic based wakeup mechanism, every operation performed by a node is based
on a pattern called the traffic pattern. These patterns are initially defined by the co-
ordinator and all of the traffic patterns of each node are kept in a table called traffic
based wakeup table. This table is maintained by the coordinator and it stores the
ID’s of all nodes and their respective traffic patterns. All of the unnecessary power
wastage caused by the overhearing or idle listening is avoided due to this mechanism
as the nodes are given a predefined traffic pattern according to which they wake up

when they have to send or receive data. Otherwise the nodes are in the sleep mode.
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In wakeup radio mechanism, the wakeup radio signals are sent by either the nodes

of the emergency traffic or the coordinator of the on demand traffic. [6].

6.

Conclusions and Future Work

This paper presented the most important features of the IEEE 802.15.6

standard. A deep explanation of MAC, PHY, and security specifications of the

standard was presented. Different communication modes and access mecha-

nisms were explained. The NB, HBC, and UWB PHY specifications were re-

viewed in terms of frame structure, modulation, and other key parameters. In

addition, the security services, including key generation and message securi-

ty, were discussed. We believe that this paper could be used to quickly un-

derstand the key features of the standard and to analyse its potential for dif-

ferent applications.
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