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Abstract

In the AI era, there is a constant push and pull between cyber attackers and defenders to
create a resilient information system. Some popular big AI giants like Open AI, Google,
Microsoft etc and many developed nations such as UK, USA, Singapore etc are working on
Cyberattacks. This paper is a review of the policy statements adopted by selected governments
and the subsequent policy measures taken by the big multinational corporations. This study
adopts a qualitative and descriptive research methodology based on secondary data analysis.
The approach is primarily documentary and policy review-based, aiming to explore how
various national and international entities are addressing cybersecurity challenges in the
context of growing Artificial Intelligence adoption. With this growing use, there is a major
apprehension about the safety, security, integrity, and robustness of the information system.
So, it is a matter of concern how the information system deals with this issue. This study
highlights the impact of AI in modern information resilience systems and focusing on the way
to enhance their ability to handle uncertainties, adversarial attacks, and data perturbations.
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1. Introduction

The term “Artificial Intelligence” (AI) was coined by McCarthy in 1956 while he was preparing for the 1956
Dartmouth Conference (McCarthy et al., 2006). The term AI denotes the theory of human intelligence being
exhibited by machines (Helm et al., 2020). In the current era of exponential growth of “big data” and rapid
technical innovation, AI has made an unparalleled leap from theory to practical application. AI made significant
impact on every domain like healthcare to finance, and from autonomous vehicles to cybersecurity (Kühl et
al., 2022).

National Institute of Standards and Technology (NIST), US Department of Commerce, defines Information
Resilience as “The ability to maintain required capability in the face of adversity” (CSRC Content Editor,
n.d.). Further NIST defines Information System Resilience as “The ability of an information system to
continue to: (i) operate under adverse conditions or stress, even if in a degraded or debilitated state, while
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maintaining essential operational capabilities; and (ii) recover to an effective operational posture in a time
frame consistent with mission needs” (CSRC Content Editor, n.d.).

In the context of AI and ML systems, information resilience encompasses the capacity to withstand various
challenges associated with data quality, security vulnerabilities, concept drift, domain shift, and ethical
considerations, while still achieving reliable and trustworthy outcomes. The importance of information
resilience in AI systems cannot be overstated, particularly in today’s data-driven globalized world, where
these technologies play integral roles in decision-making processes across various domains. This study
analyses the concept of information resilience in artificial intelligence and Machine learning environments,
looking at strategies to enhance their ability to withstand uncertainties, adversarial attacks, and data
perturbations.

2. Literature Review

In the field of artificial intelligence (AI) and cybersecurity, information resilience is influenced by several key
factors that helps the organizations to recover from cyber threats, surprise attack, unexpected changes etc.
These key factors include the AI tools and technologies, the need for proactive awareness, and creating the
proper robust governance frameworks. Alnaffar (2024) reveals that contributing to information resilience in
AI and cybersecurity includes staying aware, teach people early, collaboration among stakeholders,
continuous learning, and robust governance rules to address emerging risks and vulnerabilities associated
with the integration of AI technologies. There was a need for robust governance frameworks to address AI
challenges. Sontan and Samuel (2024) analyze the key factors contributing to information resilience in
Artificial intelligence and cybersecurity. These include the automated vulnerability analysis, advanced
threat detection, quick response, and the implementation of ethical rules. Emerging trends like adversarial
machine learning and zero-trust security further enhance resilience against evolving threats. Authors are
concerned about ethical and privacy concerns in AI deployment, and the importance of responsible decision-
making and transparency. Laksito et al. (2025) explained that the data protection rules and regulations differ
between countries, impacting the development and implementation of AI technologies. The General Data
Protection Regulation focuses on individual rights by requiring clear information for data processing. It sets
a high standard for data protection, influencing global norms. Lourens et al. (2022) emphasize that information
resilience enhances through the AI technologies by using intelligent models to identify malware, data
breaches, and network attacks. The author suggests that AI strengthens cybersecurity against advanced
cyberattacks by defending against various security threats. However, there are some limitations, such as
Practical issues and difficulties in AI integration. Current traditional cybersecurity systems are not sufficient
to defend against advanced cyber-attacks.  In contrast, China’s “Personal Information Protection” and
Japan’s Act on the “Protection of Personal Information” adopt more flexible approaches, balancing innovation
with privacy needs. This flexibility allows for rapid adaptation to technological advancements.
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3. Objectives:

 To critically analyze the global cybersecurity policies and strategies used by international organizations
and leading nations.

 To examine the contribution of AI and ML technologies in strengthening information resilience and
reducing cyber threats across the different sectors.

 To investigate the challenges and opportunities in adopting AI based cybersecurity frameworks.

4. Methodology/Approach

This study adopts a qualitative and descriptive research methodology based on secondary data analysis.
The approach is primarily policy review-based analysis, aiming to explore how various national and
international entities are addressing cybersecurity challenges in the context of growing Artificial Intelligence
adoption. Data collected from official government policy documents and resolutions (e.g., UN AI Resolution,
US Executive Orders, and India’s Cybersecurity Policy), reports and publications from international
organizations (e.g., ITU, Budapest Convention), strategy documents from multinational corporations (e.g.,
Microsoft, Apple, OpenAI), peer-reviewed literature, and publicly available whitepapers.

5. Information Resilience and Cybersecurity

AI-driven resiliency augmented by ML components provides a powerful framework for building robust
systems that can adapt to challenges, recover from disruptions, and continue functioning effectively. In this
context, the purpose of this paper is to capture the role of AI & various policy issues and strategies in the
Cybersecurity framework globally. By definition, “Cybersecurity is the application of technologies, processes,
and controls to protect systems, networks, programs, devices, and data from cyber-attacks. It aims to
reduce the risk of cyber-attacks and protect against the unauthorised exploitation of systems, networks,
and technologies” (Cyber Security, n.d.). It encompasses various measures to defend against cyber threats,
including network security, data security, and endpoint security. AI and ML algorithms can analyse patterns
in data to identify abnormal behaviour that can point to a security risk. AI can automate certain aspects of
incident response, enabling faster and more efficient reactions to security incidents. Automated responses
can include isolating affected systems, blocking malicious activities, and notifying relevant personnel.

Information resilience means the ability to recover from misinformation and disinformation. Libraries play a
pivotal role by offering verified, curated, and timely information that helps the communities resist
misinformation and disinformation. Libraries provide trusted sources, promote information literacy, and
educate users to find the proper resources, helping to combat misinformation. Libraries are acting as
community hubs that connect people to support networks, resources, and help people during a crisis.
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The sharp rise in cyber attacks across sectors underscores the urgency of collective action. Libraries, as
trusted public institutions, can contribute by promoting information literacy program, and awareness
campaigns to help communities to understand the risks such as phishing, identity theft, and disinformation.
Achieving this requires coordinated policies, collaborative stakeholder engagement, and the development
of sustainable cybersecurity solutions that protect both institutional data and the rights of users.

5.1 Strategies for Information Resilience

Organizations carry out thorough risk assessments to find possible weak points and threats (IT Governance
Ltd, 2013). This involves understanding the threat landscape, assessing potential impacts, and prioritizing
risk mitigation strategies. Robust cybersecurity practices form a crucial component of information resilience
(Landoll, 2021). Implementation of firewalls, intrusion detection systems, and encryption technologies
safeguards information assets from unauthorized access and cyber threats. Regular data backups and
efficient recovery mechanisms safeguard against data loss (Van Den Adel et al., 2021). This includes automated
backup solutions, off-site storage, and streamlined recovery processes. Information systems designed with
adaptability in mind can better withstand unforeseen challenges (Chang, 2015).

5.2 The Role of AI in Information Resilience

In this digital era, cyberattacks are the most dangerous threats that disrupt national security, hospitals,
industries, and several other working systems by hacking into important information. Cyber Attack is not
limited to the digital domain; first, they attack digitally, then enter into the physical realm, like the Colonial
Pipeline companies attacking the US, and healthcare services attacking in New Zealand. So, a resilient
cybersecurity system is very important.

AI can significantly contribute to information resilience by automating threat detection, predicting potential
risks, and enabling adaptive security measures. These technologies enhance the agility and responsiveness
of information systems (Fiksel, 2015). Advanced analytics tools help organizations to make sense of big
data by providing insights into potential risks and vulnerabilities (Tan et al., 2021). Predictive analytics, in
particular, aids in foreseeing and mitigating future challenges.

While strides have been made in enhancing information resilience, challenges persist (Morabito, 2015).
Moreover, the interconnected nature of global information systems necessitates international collaboration
and standardization to address resilience on a broader scale (Molden et al., 2017).

6. Selected Cases

 The section will deal with major initiatives, policies related to cybersecurity.

6.1.  The UN Resolution on Artificial Intelligence

Recognizing the potential of AI technologies that can facilitate and speed up achieving the 17 Sustainable
Development Goals, the UN General Assembly adopted a resolution on the promotion of “safe, secure and
trustworthy artificial intelligence (AI) systems that will also benefit sustainable development for all”. In
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March 2024, the document was adopted and signed by more than 120 Member States. The document called
on all Member States and stakeholders “to refrain from or cease the use of artificial intelligence systems that
are impossible to operate in compliance with international human rights law or that pose undue risks to the
enjoyment of human rights. The same rights that people have offline must also be protected online, including
throughout the life cycle of artificial intelligence systems.” (Vercelli & United Nations, 2024) The declaration
also urged all governments, businesses, civil society, academic institutions, and the media to create and
promote frameworks and regulatory measures for the safe, secure, and reliable use of artificial intelligence.

6.2.  The United States

The United States President Biden Issued an Executive Order on Safe, Secure, and Trustworthy Artificial
Intelligence on October 30, 2023. The “Including work that led to voluntary commitments from 15 leading
companies to drive safe, secure, and trustworthy development of AI.” The primary objective of the U.S.
Cybersecurity Strategy is to safeguard the nation’s critical infrastructure, protect national security interests,
and ensure the resilience of government systems against cyber threats (Nyström et al., 2019).

Government Initiatives: The U.S. government plays an important role in cybersecurity through different
agencies like Cybersecurity and Infrastructure Security Agency (CISA), Department of Homeland Security
(DHS), Federal Bureau of Investigation (FBI), National Security Agency (NSA), and others.

Federal Agencies: The Cybersecurity and Infrastructure Security Agency (CISA) is the leading federal
agency for protecting and coordinating cybersecurity in US. The National Institute of Standards and
Technology (NIST) develops cybersecurity standards and guidelines. The Department of Homeland Security
(DHS) and Department of Defences (DOD) are also playing major roles in cybersecurity.

Executive Orders: These orders may be targeted on specific areas such as protecting critical infrastructure,
improving federal cybersecurity or enhancing information sharing between government organization and
private sector agencies.

The National Institute of Standards and Technology (NIST) and Defences Advanced Research Projects
Agency (DARPA) play an important role in advancing AI technologies and addressing cybersecurity
challenges (General Assembly Adopts Landmark Resolution on Artificial Intelligence, 2024).

6.3. The Bletchley Declaration

The Bletchley Declaration was adopted by several countries attending the AI Safety Summit, during 1-2
November 2023, held at Bletchley Park, England (House, 2023). Representatives from 28 major countries,
including the United States, China, India, and the European Union, came together to sign this ground-
breaking declaration (Roesener et al., 2014).

The declaration highlights the necessity of worldwide cooperation to handle the inherent global nature of
AI-related risks. It calls for collaboration among all stakeholders, including companies, civil society, and
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academia. The declaration also says the establishment of a regular AI Safety Summit to facilitate dialogue
and collaboration among various stakeholders on frontier AI safety and security (Street, 2025; The Bletchley
Declaration – Everything AI, n.d.).

6.4 Budapest Convention on Cybercrime:

The first international convention on cybercrime (also known as the Convention on Cybercrime) was held
in 2001 and came into force in 2004. The convention discussed several issues, including copyright
infringement, child pornography, computer-related crime, and violations of cybersecurity. For the first time,
cybercrime became a global agenda because of the extensive development of the internet and web technologies.
The convention addresses the major issues like illegal use of computer data, data interference, and misuse
of devices, copyright infringement, and computer-related fraud.

The Budapest Convention provides standardized guidelines on the preservation, collection, and use of
digital data. The Budapest Convention was a major step because it created a platform for countries to fight
cybercrime with the help of Budapest’s technical expertise (Makam, 2023; Convention on Cybercrime, 2001).

6.5  International Telecommunication Union (ITU):

ITU developed the ‘Global Cybersecurity Agenda’ (GCA) to build trust and security in ICT. CGA stands on
five pillars: legal measures, technical and procedural measures, organisational structures, capacity building,
and International corporations. ITU published the global cyber index to highlight the major problems of
member countries and provide suggestions for the improvement of cybersecurity. ITU developed three
programmes based on ICT’s ‘Global Cyber Security Index’, ‘National Cyber Security strategies’, and the
‘national CRT programmes’. Above all, ITU supports its member countries to build national cybersecurity
strategies that are crucial for resilient digital growth [28].

It powers numerous programmes, including the Global Cybersecurity Index (GCI), national Computer Incident
Response Teams (CIRTs), Cyber Drills, Child Online Protection (COP), and strategic partnerships like
International Multilateral Partnership against Cyber Threats (IMPACT) (Matamis, 2024).

6.6. India

India advocates for a global framework to expand the use of “ethical” AI tools, demonstrating a commitment
to responsible AI usage. India expresses interest in establishing regulatory bodies at both domestic and
international levels to ensure responsible AI use.  The Digital India Act, 2023, which is yet to be implemented,
is expected to introduce specific regulations for online intermediaries, including AI-based platforms (Digital
India Act, 2023).

India National Cyber Security Policy 2013

The National Cyber Security Policy 2013 established the National Critical Information Infrastructure Protection
Centre (NCIIPC) as a significant step towards enhancing the protection and resilience of the nation’s critical
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information infrastructure. The NCIIPC operates around the clock (24/7) and is responsible for safeguarding
critical information infrastructure (CII) in India. The National Cyber Security Policy 2013 indeed emphasized
the establishment and operation of a 24x7 National Level Computer Emergency Response Team (CERT-In).
CERT-In serves as the nodal agency for coordinating all efforts related to cybersecurity emergency response
and crisis management in India. It operates around the clock to respond promptly to cybersecurity incidents
and crises. This Policy aims to ensure a comprehensive and coordinated effort to enhance cybersecurity
across various levels of governance and operation, acknowledging the diverse challenges posed by
cyberspace security (National Cyber Security Policy, 2013)

6.7.  China

The Chinese government has implemented several regulations and laws aimed at enhancing cybersecurity
within its territory. One of the most notable is the Cybersecurity Law, which came into effect in 2017. China’s
internet security system is often referred to as the ‘Great Firewall.’ These systems monitor the internet traffic
of China (China’s Data Governance and Cybersecurity Regime, n.d.).

Cybersecurity Laws (CSL)

The CSL is one of the most comprehensive cybersecurity laws globally. It introduced in 2017. It imposes
obligations on network operators to safeguard data, report security incidents, undergo security assessments,
and store data within Chinese territory.

The key provisions of the law include requirements for the protection of personal information, Critical
Information Infrastructure (CII) security, and the conduct of security reviews for network products and
services.

National Intelligence Law

Implemented in 2017, the National Intelligence Law authorizes Chinese intelligence agencies to compel
organizations and individuals to cooperate with intelligence work, including access to data and network
facilities. While not explicitly focused on cybersecurity, the above-stated law has implications for data
governance and cybersecurity by granting authorities broad powers to access and monitor information
(PricewaterhouseCoopers, n.d).

Data Security Law (DSL)

Enacted in 2021 and set to come into effect in September 2021, the DSL focuses specifically on data security
and aims to regulate the collection, storage, processing, transmission, and use of data within China.
Additionally, the DSL introduces a data classification system and establishes mechanisms for cross-border
data transfers, with a requirement for security assessments and approval by authorities for certain types of
data (Data Security Law of the People’s Republic of China, n.d.).
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6.8 Singapore

Singapore is ranked 2nd in digital and technological competitiveness in Asia. It is the top intellectual protector
country in Asia and second globally. Singapore’s cybersecurity work started in 2005, and in 2015, it established
the Cybersecurity Agency Singapore (CAS). Recently, the Singapore government published the “Singapore
Cybersecurity Strategies 2021”(Loong et al., 2021)

 The Singapore government has built a national internet infrastructure, a software as a service platform
(SaaS), domain name security extension that helps to prevent cyber threats in the country. Cybersecurity
agencies are deploying AI models on their security systems to build a resilient security wall. Singapore
developed cybersecurity products that are popularised globally, like the cybersecurity levelling schema on
their smart devices. The Singapore government helps with cybersecurity research projects, research on real
products, and building cybersecurity skills. A secure, open, resilient cybersecurity helps economic growth
and builds a smart nation (Singapore - Information and Telecommunications Technology, 2024; Vu, 2016).

6.9. Case of Microsoft Security

The progress of technology creates strong cybersecurity and safety precautions. In Microsoft’s security,
there are the following components:

Cybersecurity Policy Framework: Microsoft offers a practical guide for the development of national
cybersecurity policies.

Cloud Policy Framework: Microsoft advocates for a secure and resilient cloud computing environment,
benefiting government productivity and communication.

Identity Protection: As part of its security strategy overhaul, Microsoft focuses on enhancing identity
protection across its products (Microsoft Security. (n.d.)

Microsoft adopted the following principles for influencing Microsoft’s policies and initiatives to reduce the
risks related to nation-state advanced persistent threats (APTs), advanced persistent manipulators (APMs),
and cybercrime syndicates using AI tools and APIs. These principles include identifying and combating
malevolent threats, Notification of more AI service suppliers, Collaboration with other stakeholders, and
Transparency.

 Microsoft offers information concerning the kind and scope of threat actors’ usage of AI detected within
their systems, as well as the necessary countermeasures (Microsoft Security Blog, 2001).

6.10. Case of Apple’s Security

Apple is widely recognised for its strong cybersecurity architecture, which is essential to protect both its
devices and user data. Devices such as iPhones, iPads, and Macs incorporate a Secure Enclave, a dedicated
security coprocessor that manages cryptographic operations, including those for Touch ID and Face ID.
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This hardware ensures that sensitive biometric data is stored in isolation, keeping it protected from
unauthorized access (Apple Platform Security, n.d).

Apple’s operating systems—iOS and macOS—offer multiple security layers designed to resist various
cyber threats. These mechanisms work collectively to prevent system compromise and reduce vulnerability
exposure (Apple Security Releases - Apple Support, 2025).

WhatsApp has implemented an Auditable Key Directory (AKD)—a KT-based system that improves
performance and scalability by batching key updates. AKD represents a modern, scalable approach to
public key verification in messaging apps (Stebila & Apple Inc., 2024)

6.11. Open AI Security

OpenAI implements comprehensive encryption strategies to secure sensitive data both at rest and in
transit. Communications between systems are encrypted using secure protocols such as SSL/TLS, while
data stored on OpenAI’s infrastructure is likely protected with strong cryptographic algorithms to prevent
unauthorized access and maintain data confidentiality (Cybersecurity Grant Program Application, n.d.).

To further safeguard its infrastructure, OpenAI presumably enforces strict access controls. These include
the use of multi-factor authentication (MFA), role-based access control (RBAC), and routine access audits.
These measures ensure that only personnel with a legitimate need can access specific systems or data,
minimising the risk of internal or external breaches (Open AI Security Overview, n.d). OpenAI focuses on the
areas of empowering defenders, measuring capabilities, and enhancing discourse.

7. Concluding Remarks

Cybersecurity frameworks emphasise proactive, AI-powered threat detection systems integrated with real-
time response mechanisms. Building on international collaborations such as the ‘Bletchley Declaration’,
‘UN Resolutions’, and frameworks like the ‘Budapest Convention’, nations should prioritise harmonised
global standards, regular AI safety summits, and data-sharing agreements to mitigate transnational cyber
threats. Institutions should adopt AI-driven systems that ensure information resilience, particularly by
automating risk assessments, forecasting threats through predictive analytics, and reinforcing adaptive
and encrypted infrastructures.

In the future, advanced implementations may include federated learning for privacy-preserving data analysis,
quantum-resilient encryption to counter next-generation threats, and AI auditing frameworks to enhance
transparency and trust. Moreover, establishing independent global regulatory bodies, as suggested by
countries like India, and fostering public-private partnerships will be crucial to support research, innovation,
and ethical AI deployment. A resilient digital ecosystem must not only rely on technological measures but
also embed legal, organisational, and human-centred safeguards to future-proof the integrity and security
of global information systems.
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The increasing cyberattacks in various sectors are a matter of global concern. International agencies like the
United Nations, many governments around the world, as well as big firms, are using AI technologies to
improve security and maintain stability in information resilience.

From a Library and Information Science (LIS) perspective, this paradigm shift in global cyber security
scenario is especially significant. Libraries are no longer passive repositories of knowledge but critical
nodes in the digital ecosystem. In the present information society, safeguarding of user data, ensuring
privacy, and promoting equitable access are central responsibilities of libraries globally. Digital libraries and
institutional repositories face rising threats such as data breaches, ransomware, and misinformation
campaigns. Hence, cybersecurity is a key component of modern library management.

Implementations are expected to include federated learning for privacy-preserving data analysis, quantum-
resilient encryption to counter next-generation threats, and AI auditing frameworks to improve transparency
and trust. For libraries, such tools can enhance the security of digital archives, open access databases, and
library management systems (ILMS/Koha).

Establishing independent global regulatory bodies, as proposed by countries such as India, alongside
fostering public–private partnerships, will be essential to support research, innovation, and the ethical
deployment of AI. Libraries, through consortia such as IFLA, ALA, and national library networks, can act as
bridges between global standards and local implementation, ensuring that cybersecurity measures align
with principles of intellectual freedom and equitable access.

As there are diverse ranges of cyber threat actors, it is quite impossible for any single entity to manage these
risks independently. Hence, a unified global approach is must. Emerging cyber-collaborative systems, which
integrate physical infrastructure with AI technologies to enable secure machine-to-machine communication,
may prove transformative in preventing disruptions, strengthening defences, and building AI-powered,
information-resilient cyber ecosystems. In this environment, libraries can serve as community hubs for
digital resilience, offering not only secure access to knowledge but also fostering digital ethics, data protection
practices, and human-centred safeguards that reinforce global cybersecurity efforts.
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